CoNcEAL

ConcealBrowse Release Notes v0.11.5

This document goes over information regarding our new release updates and bug fixes for
ConcealBrowse v0.11.5. Please see below for additional information!

Bug Fixes

Fixed — After deploying to your end-users using the MSI, some users report that they are being asked to
authenticate creating a disruption in their web browsing experience. We have addressed this issue so
that ConcealBrowse will try to authenticate again to ensure a successful deployment across all
supported browsers.

Fixed — Redirect error when using Cisco Umbrella. For customers that make use of the Cisco Umbrella
integration, the redirect not working error has been resolved.

Fixed — Cascading Style Sheets (CSS) error that prevents interaction with web pages using outdated
layering methods.

What’s new in ConcealBrowse?

Fail open to preserve user experience. If the end user encounters any errors with the operation of
ConcealBrowse, the application will fail open allowing them to browse the web normally. If this
happens, the end user will receive a one-time alert that they are not protected by ConcealBrowse and
that they should contact their administrator. Future enhancements will give administrators the
capability to control the ability to fail open.

New status codes. Don’t worry if you are no longer seeing the green ON or red OFF indicators on the
ConcealBrowse extension icon. The icon (located next to your address bar) will now display different
colors to indicate status codes with the operation of the extension.

Blue - Logged in and protection is active.

- Not logged in, protection is not active.

Red Overlay - Authentication error.

Authentication error messaging. When a user encounters the authentication error marked by the red
overlay, they can click on the icon to see the error. This is used for troubleshooting.

If you have any questions or need to submit a request, please use this reference on our
website: Conceal Support
Or you can email us at: support@conceal.io
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